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Abstract 

 خلاصت

Network security and related issues have been discussed thoroughly in this paper, 

especially at transport layer security network protocol, which concern with 

confidentiality, integrity, availability, authentication, and accountability. To mitigate and 

defeat Man-in-the-middle-attacks, we have proposed a new model which consists of 

sender and receiver systems and utilizes a combination of blowfish (BF) and Advanced 

Encryption Standard (AES) algorithms, symmetric key agreement to distribute public 

keys, Elliptic Curve Cryptography (ECC) to create secret key, and then Diffe Hellman 

(DH) for key exchange. Both SHA-256 hashing and Elliptic Curve Digital Signature 

Algorithm (ECDSA) have been applied for integrity, and authentication, respectively. 

 

 شبىت ببشٚحٛوٛي ٌخؼٍك فٍّا خاصت اٌٛسلت، ٘زٖ فً ِسخفٍض بشىً اٌصٍت راث ٚاٌمضاٌا اٌشبىاث أِٓ ِٕالشت حّج

 اٌٛسظ فً شجًاٌ ٘جّاث ِٓ ٌٍخخفٍف. ٚاٌّساءٌت ٚاٌّصادلت ٚاٌخٛافش ٚإٌضا٘ت باٌسشٌت ٌٙخُ ٚاٌزي إٌمً، طبمت أِاْ

 اٌسّىت خٛاسصٍِاث ِٓ ِضٌجا   ٌٚسخخذَ ٚاٌّسخمبً اٌّشسً أٔظّت ِٓ ٌخىْٛ جذٌذا   ّٔٛرجا   الخشدٕا ٚ٘ضٌّخٙا،

 إٌّذٕى ٚحشفٍش اٌؼاِت، ٌخٛصٌغ اٌّفاحٍخ اٌّخّاثٍت اٌّفاحٍخ ٚاحفالٍت ،(AES) اٌّخمذَ اٌخشفٍش ِٚؼٍاس( BF) إٌّخفخت

 حجضئت ِٓ وً حطبٍك حُ. اٌّفاحٍخ ٌخبادي Diffe Hellman (DH) ثُ سشي، ِفخاح لإٔشاء( ECC) الإٍٍٍ٘جً

SHA-256 الإٍٍٍ٘جً ٌٍّٕذٕى اٌشلًّ اٌخٛلٍغ ٚخٛاسصٍِت (ECDSA )ِٓ ًاٌخٛاًٌ ػٍى ٚاٌّصادلت، اٌخىاًِ أج. 
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Abstract 

 خلاصت

The networks of universities and educational institutes are normally exposed to cyber-attacks, either 

internally or from outside the network. Sharing of knowledge associated with means of protection, 

which are responsible for defending the network, will effectively contribute to preventing or mitigating 

these attacks. We have developed a model for search, detection and analysis of network breaches and 

malwares by using of an intrusion prevention and detection system based on honeypots. Machine 

learning algorithms are implemented for classifying the attacks and discovering new threat. This system 

is able to capture and analyze cyber-attacks and malwares, and share the results of the analysis with 

other networks in real time, taking advantage of virtualization and thus saving in cost and time, since 

these systems are open source and free. 
 

 
 المرتبطة المعرفة تبادل يساهم .الشبكة خارج من أو داخل من الإلكترونية، للهجمات عادة التعليمية والمعاهد الجامعات شبكات تتعرض

 للبحث نموذجًا طورنا .حدتها من التخفيف أو الهجمات هذه منع في فعال بشكل الشبكة، عن الدفاع عن المسؤولة الحماية بوسائل
 .الشبكات مخترقي مصائد على المعتمد الاختراق وكشف منع نظام باستخدام الخبيثة رمج ا والب الشبكة خروقات وتحليل واكتشاف

 الإلكترونية الهجمات وتحليل التقاط على قادر النظام هذا .الجديد التهديد واكتشاف الهجمات لتصنيف التعلم الآلي خوارزميات طبقنا
 توفير وبالتالي الافتراضية مبدأ من مستفيداً  الحقيقي، الزمن في الأخرى الشبكات مع نتائج التحليل ومشاركة الخبيثة، رمج ا والب

 .المصدر ومجانية مفتوحة الأنظمة هذه كون والوقت، التكلفة
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ISSN 2789-6854 (online) 

Q  

Link 

 سابظ اٌبذث ِٓ ِٛلغ اٌّجٍت
 

Abstract 

 خلاصت

Computer networks are vulnerable to cyber-attack, which has been increased rapidly and caused harm to 

our network security systems. It is necessary to build a system with the ability to deceive, detect and 

block these attacks. SSH Brute-force and dictionary attacks are ones of the most famous attacks on 

internet and computer networks. Honeypots are effective security system to analyze and mitigate SSH 

brute-force and dictionary attacks. Cowrie honeypot system was deployed to both records and analyzes 

SSH Brute-force and dictionary attack information and command execution after successful login to 

Cowrie system. Evaluation of Cowrie honeypot system can be obtained by using confusion matrix and 

accuracy with high percentage, which means that Cowrie honeypot system, has a good ability to protect 

our network from SSH attacks. 

 
شبىاث اٌىّبٍٛحش ػشضت ٌٍٙجّاث الإٌىخشٍٚٔت، ٚاٌخً صادث بسشػت ٚحسببج فً إٌذاق اٌضشس بأٔظّت أِاْ اٌشبىت اٌخاصت بٕا. حىْٛ 

 اٌمٛة اٌغاشّت ٚاٌماِٛط ػٍى بشٚحٛوٛيِٓ اٌضشٚسي بٕاء ٔظاَ ٌذٌٗ اٌمذسة ػٍى خذاع ٘زٖ اٌٙجّاث ٚاوخشافٙا ٚصذ٘ا. حؼذ ٘جّاث 

SSH ِٓ ٔظاَ أِاْ فؼاي ٌخذًٍٍ ٚحخفٍف ٘جّاث اٌمٛة  ِصائذ ِخخشلً اٌشبىاثاث الإٔخشٔج ٚاٌىّبٍٛحش. أشٙش اٌٙجّاث ػٍى شبى ً٘

اٌّؼٍِٛاث ٚالأٚاِش إٌّفزة  ٚحذًٍٍ ٌخسجًٍ Cowrieِصائذ ِخخشلً اٌشبىاث . حُ ٔشش ٔظاَ SSH ػٍى بشٚحٛوٛي اٌغاشّت ٚاٌماِٛط

اٌذصٛي ػٍى حمٍٍُ ٔظاَ  حُ. Cowrieبؼذ حسجًٍ اٌذخٛي بٕجاح إٌى ٔظاَ  ٚرٌه SSHٙجّاث اٌمٛة اٌغاشّت ٚاٌماِٛط ػٍى بشٚحٛوٛي ٌ

ِّا ٌؼًٕ أْ ٔظاَ ِصائذ ِخخشلً اٌشبىاث  ػاٌٍت،بٕسبت ٚباسخخذاَ ِصفٛفت الاسحبان ٚاٌذلت  Cowrie ِصائذ ِخخشلً اٌشبىاث

Cowrie  ٌذٌٗ لذسة جٍذة ػٍى دّاٌت شبىخٕا ِٓ ٘جّاثSSH. 

 


